
Blowing the whistle on international corruption

T he $9.5 million fine against 
Niko Resources Ltd. (Niko) 

under the Corruption of Foreign 
Public Officials Act (CFPOA) 
ushered in a new era of corporate 
compliance in Canada. And with 
it comes challenges for in-house 
counsel charged with respon-
sibility for ensuring that their 
organizations have meaningful 

programs to demonstrate com-
pliance across every jurisdiction 
in which they operate.

The Niko case was the kick off 
for increased enforcement focus 
by the federal government to 
bring Canadian anti-corruption 
activities in line with similar 
legislation elsewhere, particu-
larly the US Foreign Corrupt 
Practices Act and the recently 
strengthened UK Bribery Act. 

Each of these laws has a some-
what different scope in terms of 
the particular offences and enforce-
ment mechanisms, yet each has 
very similar underlying public 
policy goals focused on deterring 
the corruption of public officials. 

The challenge for in-house 
counsel in global organizations is 
to develop and implement uni-
fied and consistent compliance 
programs across multiple juris-
dictions that can effectively meet 
the varying requirements of this 
mosaic of anti-corruption laws. 

A confidential compliance 
reporting mechanism such as a 
whistle-blower hotline is typ-
ically considered a key element of 
any solid anti-corruption compli-
ance program.  Organizations 
that are publicly traded in the 
U.S. must additionally comply 
with Sarbanes-Oxley (SOX) and 
SEC requirements that require 
whistle-blower hotline programs 
to accept anonymous reports of 
financial, accounting or corpor-
ate governance concerns. 

Separate and apart from the 
question of extra-territorial 
enforcement of U.S. law with 
respect to foreign affiliates, as a 
practical matter many organiza-
tions seeking to develop consist-
ent internal controls against cor-
rupt activities frequently opt to 
implement a global whistle-
blower hotline as a best practice 
across all the jurisdictions in 
which they operate. 

While there is general agree-
ment on the value of a solid, 
externally hosted compliance 
reporting mechanism, the Amer-
ican focus on anonymous 
reporting as an essential element 
of compliance programs has 
proven controversial in the EU.  

The French data protection 
authority refused a proposal by 
McDonald’s France and another 
company to establish a compli-
ance hotline in France on the 
basis that anonymous whistle-
blower hotlines violated French 
data protection laws. Amongst 
other issues, the French data 
authority was concerned that 
anonymous reporting would sim-
ply lead to false accusations, as 
well as drive the collection and 
reporting of more personal infor-
mation of French citizens than 
was necessary. 

In Germany, a Wal-Mart sub-
sidiary was found to have 
breached local employment law 
by imposing its Code of Conduct, 
which included a whistle-blower 
hotline (amongst other issues 
and concerns), without the agree-
ment of the local Works Council.

To provide guidance to multi-
national organizations, the EU’s 
Article 29 Data Protection Work-
ing Party released WP 117, Opin-
ion 1/2006 on the application of 
EU data protection rules to inter-
nal whistle-blowing schemes in 
the fields of accounting, internal 
accounting controls, auditing 
matters, fight against bribery, 
banking and financial crime. 
The scope of WP 117 excludes 
whistle-blower hotlines on other 

topics such as environment or 
occupational health and safety.

Canadian organizations that are 
already compliant with the Per-
sonal Information Protection and 
Electronic Documents Act 
(PIPEDA) and the privacy princi-
ples in CSA’s Model Code for the 
Protection of Personal Information 
embedded in Schedule 1 of PIPEDA 
will be well placed to comply with 
the guidance in WP 117. Some key 
points in WP 117 include:

1. Establishment of whistle-
blower hotlines is subject to local 
laws that may require registration 
with data protection authorities.

2. EU public policy does not 
favour anonymous reporting, but 
accepts that anonymous reports 
cannot necessarily be prevented. 
However, the hotline should not 
stress the ability to make anonym-
ous reports.

3. The protection of whistle-

blowers making good faith 
reports must be balanced with 
the personal rights of the accused.

4. The person accused shall be 
informed as soon as possible.

5. Personal data related to 
accusations should generally be 
deleted within two months of 
completion of investigation 
unless some kind of formal legal 
activity results.

6. Independent investigation 
capability is required. This group 
should be specifically separated 
from other departments, includ-
ing HR, and should be subject to 
contractual  confidential i ty 
requirements.

7. Companies remain fully 
accountable for appropriate man-
agement, confidentiality and 
security if they choose to outsource 
the hotline or investigations.

8. Investigation reports should 
be confined to the country of ori-
gin where possible. Where the 
nature of the investigation requires 
the information to be sent outside 
the country of origin, it should be 
subject to equivalent confidential-
ity and security requirements in 
the other parts of the organization 
that get involved in the investiga-
tion. As PIPEDA has been 
accepted by the EU as generally 
providing an equivalent level of 
data protection, sharing such data 
with Canadian organizations is 
easier than with US organizations 
that are not part of the Safe Har-
bour program.
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